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Get CA Certificate

In order for the server to "trust” certificates generated through pkiRISGrid they must have the Certificate
Authority (CA) root certificate installed.

Download the file IRISGridCA.der from Microsoft Internet Explorer and click on “Abrir”.

Advertencia de seguridad de Descarga de archivos

éDesea abrir o guardar este archivo?

E‘EE Mornbre; 9ddz3746.cer
e Tipa: Cerkificado de sequridad, 1,39 KB

Der wnana.irisgrid. es

Abrir ][ Guardar ]| Cancelar |

L7 tipo de archivo puede llegar a dafiar el equipo. 5i no confia en el
.

| ﬁ Aungue log archivos procedentes de [ntermet pueden ser dtiles, este
- ongen, no abra ni guarde este software. jCual ez el riesgo?

Click on “Instalar certificado ...”.


https://www.bsc.es
https://www.bsc.es/ca
https://www.bsc.es/ca/marenostrum/accedir-a-eduroam/windows
http://pki.irisgrid.es/ca/cert/9dd23746.der

Certificado

Gaeneral |Detalles Ruta de certificacian

O.,-..-gs..-

| Informacion del certificado

Este certificado raiz de la entidad emisora de certificados
no es de confianza. Para activar la confianza, instale este
certificado en el almacén de entidades emisoras de
certificados de la raiz de confianza.

Enviado a: IRISGHACA

Emitido por IRISGHICA

valido desde 23/06/2005 hasta 26/06/2015

| Instalar certificada. ., | Declaracion del emisor

Click on “Sguiente’.

Asistente para importacidn de certificados

Almacén de certificados

Los almacenes de certificados san Areas del siskema donde se quardan los certificadas,

indows puede seleccionar automaticamente un almacén de certificados, o bien es
posible especificar una ubicacion para el certificado,

() Seleccionar automaticamente el almacén de certificados en base 4l tipo de certificado

{(*)iColocar todos los certificados en el siguienke almacén;

Almacén de certificados;

| [ Exarninar. ..

[ < Bkras ” Siguien;e:b] [ Cancelar ]

Select "Colocar todos los certificados en €l siguiente almacén:" option and click on "Examinar".



Seleccionar almacén de certificados E”E'

Selecrione el almacén de certificados que quiere usar,

#-[_7 Personal ~
= [Z] Entidades emisoras raiz de confianza
{27 Registro =
N Equipo local
-7 Confianza empresarial

w1771 Frtidades emizarac de rert inl'n:-r'n_'u:-rli.:n: \_f.

& |

Mostrar almacenes Fisicos

[ Aceptar l [ Cancelar

Click on “Sguiente”.

Asistente para importacidn de certificados

Almacén de certificados
Los almacenes de certificados son areas del siskema donde se guardan los certificados,

Windows puede seleccionar automaticamente un almacén de certificados, o bien es
posible especificar una ubicacian para el certificado,

() Seleccionar aukamaticamente el almacén de certificados en base al tipo de certificads
() Colocar todos los certificadas en el siguiente almacén

Almacén de certificadas:

[Entidades emisoras raiz de confianzalEquipo local | E.Eéaminar' i)

< fkras ][ Siguiente = ] [ Cancelar

Click on “Finalizar”.



Asistente para importacidn de certificados

Finalizacion del Asistente para

i importacion de certificados

Ha completado con éxito el Asistente para importacion de
certificados,

Ha especificado |a siguiente configuracian:
| Almacén de certificados seleccionade  Determinado de Fe|
Conkenida Certificada

< fAtras ” Finalizar l [ Cancelar

Click on“9".

Advertencia de seguridad .

"j Estd a punto de instalar un certificado desde una autoridad de certificados (CA) que afirma representar a;
- IRISGHACA

Windaows no puede validar que &l certificadn procede realmente de "IRISGHACA", Péngase en conkacka con
"IRISGHACA" para confirmar su arigen, El siguiente ndmero le ayudara en eske proceso;

Huella digital (shall: 6BFEZ7ESZ E1FE4F3F 1D567E7F 1A025EES D2AZZ980

Adverkencia:

5iinstala este certificado de raiz, Windows confiard automaticamente en cualquier certificado emitido por esta CA, La
instalacion de un certificado con una huella digital sin confirmar supone un riesgo para la seguridad. Al hacer clic en
"Si", asume este riesga,

iDesea instalar este certificada?

Finaly, click on “Finalizar”.

Asistente para importacidn de certificados @

\Ir) La importacion se completd correctamente.

Configuring Windows 7 supplicant

Go to "Control Panel -> All Control Panel Items -> Network and Sharing Center” and choose " Set up a new
connection or network



w |55 « Network and Internet » Network and Sharing Center v | 43 ||[ search Controt Panel ol

Control Panel Ho . . . : .
: ks View your basic network information and set up connections

Manage wireless networks i‘ x Q See full map
Change adapter settings K.;TE j -
Change advanced sharing (This computer)
settings
View your active networks Connect to a network

Wou are currently not connected to any networks.

Change your netwerking settings
y Set up a new connection or network

Set up a wireless, broadband, dial-up, ad hoc, or YPM connection; or set up a router or access
point.

Cennect to a netwark
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,

Access files and printers located on other netwerk computers, or change sharing settings.

Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

“ Choose homegroup and sharing options

See also
HomeGroup
Internet Options
Windows Firewall

- R T R

Choose "Manually connect to a wireless network” and click on "Next".



() @ Set Up a Connection or Network

Choose a connection option

Connect to the Internet -
Set up a wireless, broadband, or dial-up connection to the Internet

Eﬁ. Set up 2 new netweork

- :rf|£|'.r-.- a néw router or acCess point.

m

§ Manually connect to a wireless network
= Connect to a hidden network or create a new wireless profile.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

s 5Set up a dial-up connection
# Connect to the Internet using a dial-up connection

[ Net || Cance

Enter "eduroam" for “Network Name” and click on “Next”.

Escriba la informacion de la red inalambrica que desea agregar.

Mombre de la red: edurcam

Tipo de seguridad: ’WPM-EHterprise v]

Tipo de cifrado: ’AES v]

Clave de seguridad: | i [ ] Ocultar caracteres

Iniciar esta conexion automaticamente

[[] Conectarse aungue la red no difunda su nombre

Advertencia: esta opcidn podria poner en riesge la privacidad del equipo.

I Siguiente I [ Cancelar

Click on “Change connection settings’.



r > 5 8 A 4 =

B . o .
) ¥ Conectarse manualmente a una red inaldmbrica

eduroam se agrego correctamente.

< Cambiar la configuracion de conexion
Abra las propiedades de la conexidn para cambiar la configuracidn.

Cerrar

b W

In the “ Security” tab, select “WPA2-Enterprise’ for the “ Security type”, select “AES’ for “Encryption type”,
choose “EAP protegido (PEAP)” for “Tipo de EAP” and click on “ Settings”.

' Connection | security

Security type: |wPAZ-Enterprise v

Encryption type: |AE5 m

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) || settings
[¥] Remember my credentials for this connection each
time I'm logged on
Advanced settings ]
[ Ok I [ Cancel

In the “Protected EAP Properties” window, select “Validate server certificate”, check “IRISGridCA” for “
Trusted Root Certification Authorities’, and choose “ Secured password (EAP-MSCHAP v2)” for “
Sect Authentication Method



”. Then click on “Configure”.

Protected EAP Properties - ﬁ

When connecting:

-

[¥] validate server certificate

|| Connect to these servers:

Trusted Root Certification Authorities:

[ Equifax Secure Global eBusiness CA-1 -
[7] Globalsign Root CA

[7] GTE CyberTrust Global Root

[¥] RISGridCA

[] Microsoft Root Authority

[7] Microsoft Root Certificate Authority
[7] Thawte Premium Server CA -
il . |

[

| Do not prompt user to authorize new servers or trus
| Da not t user to auth trusted
certification authorities,

Select Authentication Method:

[Secured password (EAPMSCHAP w2) > | I Configure...

[V| Enable Fast Reconnect

[ | Enforce Metwork Access Protection

[ | Disconnect if server does not present cryptobinding TLY
[]Enable Identity Privacy

Finally, in the “EAP MSCHAPV2 Properties’ window, unselect “ Automatically use my Windows logon hame
and password (and domain if any).”

r > -
EAP MSCHAPY2 Properties 2|

When connecting;

[ Automatically use my Windows logon name and
password (and domain i any).

ok ] [ Coren |

Configuring Windows 10

Go to start menu and then type “Network and Sharing Center”



Best match

tt Network and Sharing Center
= Control panel

== Search my stuff

network and sharing|

Choose "Set up a new connection or network™



L& Network and Sharing Center

™ L4 < Network and Internet » Network and Sharing Center

View your basic network information an
Control Panel Home

View your active networks

Change adapter settings
You are currently not conr

Change advanced sharing

settings Change your networking settings

‘t- Set up a new connection or network
.1'

Set up a broadband, dial-up, or VPN conne

=% Troubleshoot problems

Diagnose and repair network problems, or |

Choose "Manually connect to awireless network™ and click on "Next".



A '5' Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

™ Set up a new network
<ugp, Set up a new router or access point.

Manually connect to a wireless network
b
= sl Connect to a hidden network or create a new wireless profile.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

N Nex

Canc

Type "eduroam” on “Network Name”, and select “WPA2-Enterprise” on “ Security type”, then click on

14 Next” .



& A Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: ‘ eduroam ‘

Security type: EWF‘A2—Enterprise w

Encryption type: AES

Security Key: Hide characters

Start this connection automatically

|| Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.

Next

Click on “Change connection settings”.



&+ Manually connect to a wireless network

Successfully added ibsc

—> Change connection settings
Open the connection properties so that | can change the settin

In the “ Security” tab, select “WPA2-Enterprise” on “ Security type’, select “AES’ on “Encryption type”, and
choose “Protected EAP (PEAP)” on “Authentication method” and click on “ Settings”.



ibsc Wireless Network Properties X

Connection Security

Security type: WPA2-Enterprise "

Encryption type: AES v

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) v Seftings

[v’] Remember my credentials for this connection each
time I'm logged on

Advanced settings

OK Cancel

In the “Protected EAP Properties” window, uncheck “Validate server certificate” and choose “ Secured
password (EAP-MSCHAP v2)” on “Select Authentication Method”. Then click on “Configure”.



Protected EAP Properties X

When connecting:

| Verity the server's identity by validating the certificate

Connect to these servers (examples:srvl;srv2; . *\.srv3\.com):

[FIst ar AuUhoritdes:
D A
|:| Bal‘hmnre CyberTrust Rcmt
D Class 3 Public Primary Certification Authority
| | DigiCert Assured ID Roct CA
[ | Entrust.net Certification Authority (2048)
|:| GeaTrust Global CA

[ ] GlobalSign Root CA
[ 1 GTF CuherTrost =lohal Ront
< >

Notifications before connecting:

Tell user if the server's identity can't be verified

Select Authentication Method:
'_SEI:ured password (EAP-MSCHAP v2) ~ Configure...

Enable Fast Reconnect
D Disconnect if server does not present cryptobinding TLV
D Enable Identity Privacy

0K N Cancal

Finally, in the “EAP MSCHAPv2 Properties” window, unselect “ Automatically use my Windows logon
name and password (and domain if any).”



EAP MSCHAPV2 Properties [} X

When connecting:

] Automatically use my Windows logon name and
password (and domain if any).

l OK I Cancel
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